STATE OF CALIFORNIA 
DEPARTMENT OF CORRECTIONS AND REHABILITATION

GUIDELINES TO THE INFORMATION PRACTICES ACT OF 1977

RULES OF CONDUCT FOR EMPLOYEES

Employees responsible for the collection, maintenance, use and dissemination of information about individuals which relates to their personal life, including their employment and medical history, financial transactions, marital status, and dependents, for example, shall comply with the provisions of the Information Practices Act, Civil Code Sections 1798 through 1798.78.  The guidelines to the Act issued by the Office of Information Practices shall be used as a basic source of guidance in administrating the Act’s provisions.

Employees shall not require individuals to disclose personal information that is not necessary and relevant to the lawful State function for which the employee is responsible.

Employees shall make every reasonable effort to see that inquiries and requests by individuals for their personal records are responded to quickly and without requiring the individual to unnecessarily repeat his or her inquiry to others.

Employees shall assist individuals who seek information pertaining to themselves in making their inquiry sufficiently specific and descriptive so as to facilitate locating the records requested.

Employees shall respond to inquiries from individuals, and requests from them to review, obtain copies of, amend, correct, or dispute their personal records in a courteous and businesslike manner, and in accordance with Sections 1798.30 through 1798.42 of the Civil Code.

Employees shall not disclose personal information relating to individuals to unauthorized persons or entities.  The improper disclosure of personal information may be cause for disciplinary action.

Employees shall not seek out or use personal information relating to others for their own interest or advantage.  The intentional violation of this policy may be cause for disciplinary action.

Employees responsible for maintenance of records containing personal information shall take all necessary precautions to assure that proper administrative, technical, and physical safeguards are established and followed in order to protect the confidentiality of records containing personal information, and to assure that such records are not disclosed to unauthorized individuals or entities.
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